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Automata for trees
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Tree automata vs. automata

tree automata automata
/N
input O\ T o—o—o
© O o
f’
f(Oé]_,...,Oén) — ,8 o —
transition rules flat,...,an) — f(B1,...,8) a — 0
a — [
closure properties U M () U M ()
decidability e C =07 e C =g7




Definition

A . tree automaton (F,Q,Qfin, D)

F set of function symbols with fixed arity (signature)
Q set of state symbols such that FNQ =g

Qfm set of final state symbols such that Qf,m C 9

A set of transition rules with the following forms :
f(1,-...,pn) — @1 (TypPE1)
f(pla"'apn) — f(Ql,---,Qn) (TYPEQ)

pP1 — q1 (TYPE 3)

forsome f e F pi,....,Pn,q1,...,qn € Q



Transition move

e —4

e L(A)

move relation of tree automaton :
s —4 t if s=CJ[l] and t = C|[r]
for some [ — r in A and context C
E.g. Consider A with transition rules A :

a—q b—q flg1,92) — g3

then

f(a,b) —a f(q1,b) —4a T(q1,92) —4 g3

set of trees reachable by A to final state

E.Q.
f(a,b) accepted if g3 is final state

{ f(a,b) } language accepted by A



Basic properties

e Epsilon-rule elimination

e Union

e Intersection

e Complementation
— Deterministic and complete tree automata

— Downsizing technique (cf. Myhill-Nerode theorem)

e Emptiness problem

— Pumping lemma



Eliminating transition rules of Types 2 & 3

A tree automaton A = (F, Q, Qfm,A) is regular if A consists of

(Tvpe 1)-transition rules

T heorem

Given A : tree automaton over F
3 B : regular tree automaton such that £(B) = L(A)

Proof sketch

Define Ap as follows: f(p1,...,pn) — p in Ap if and only if

fp1,--ospn) —a -+ —a f(q1,...sqn) —4 @ —4 -+ —A D

for some f € F and p1,...,pn,p € Q

Note Optimal algorithm for this computation runs in P-time relative to |A|



Deterministic & complete tree automata

Given A : reqgular tree automaton over F
4 B : deterministic and complete regular tree automaton
such that £(B) = L(A)

Proof sketch

Define a tree automaton Ay as follows:
Qq = 2¢
Qdrimn = {A€Qq|ANQpin # T}
Ay = {f(A1,...,A,) = A
(1) Ay,..., A, € Qq
(2) A={q|3q1 € A1, ... Igu € Ay, If(q1,--.,qn) > g€ A} }

By construction Ay is regular, deterministic and complete

Moreover, Ay satisfies £(Ag) = L(A)



Tree automata and context-free grammar

Given G : context-free grammar in Chomsky normal form over 2
3 A : regular tree automaton over {f} U X

such that A simulates run(G)

Proof sketch

Define A to be
(1)) f(a,8) >y in A iff y—apB in g

(2) a—~ in A iff y—a in G

Note Grammar is not necessarily in Chomsky normal form
= f isreplaced by f, f3 ... f,

Observation

leaf(A) is context-free language when A is regular tree automaton



Pumping Lemma for tree automata

Given A : tree automaton

t is accepted by A
&
depth(t) > min(|Q|, |A|)

implies

t = C[D[u]] (]D]>0)
&
C[D™[w]] is accepted by A

Cf. uwvxyw-theorem for context-free grammar



Linear equational constraints

Consider the language over F= {f a b }

L={t]|tla=1]¢tlp}
such as
f f '
N\ T Linear bounded automata
f b f f
/" N\ VRN /" N\
a f b a a b
7N ADBHOE=NnnE
b a e
Semilinear sets .. .
then .. Petrinets

°O
L, is not accepted by any tree automaton t§



Linear equational constraints

Consider the language over F= {f a b }

equation V={z vy}
L={t] |tla=1¢tlp}
r = Yy
such as
f f '
N\ T Linear bounded automata
f b f f
/7 N\ /7 N\ /7 N\
a f b a a b
7N [l [ [T
b a e
Semilinearse‘rs .
then .. Petrinets

°O
L, is not accepted by any tree automaton t§



Commutative grammar and linear sets

S (C N™) is linear set if 3 vectors ¢ p; po ... pr in N such that

s={v

drqy x5 -+ xm €N
v = ¢+ x1°p1 + x2-p2 + -0 + TpDg

1 1
(1) + ()

A finite union of linear sets is called a semi-linear set (e.g. S1US»)



Parikh’'s mapping

Given X ={aj ap --- an}
Parikh image Ws : 2* — N" such that

( ﬁal(w) \

Wy = |

\ tan (w) /

fa;(w) denotes the number of occurrences of a; in w

Theorem [Parikh, Ginsburg 1966]

V L : commutative language, i.e L = C(L)
Parikh image W (L) is semi-linear iff

3 M : context-free language such that L = C(M)



AC-axioms in tree structure

Suppose A (associativity) and C (commutativity) for f in the previous example :

VANNRVAN .
/\y - /\Z /\y N y/\w

assoclativity commutativity

then
L is AC-closure of the following tree language [/

f(a,b) € L’

f(t1,tp) € L' if t1,to € L'

Note

L' is tree language accepted by tree automaton



Equational tree automata

A/E : equational tree automaton
A tree automaton (F, Q, Q¢ip, D)

E set of equations over F with V

In particular
(notation) (name)

E = AC (set of AC-axioms) A/AC monotone AC-tree automaton
L(A/AC) AC-monotone tree language

E=A (set of A-axioms) A/A monotone A-tree automaton

L(A/A) A-monotone tree language

If A consists only of (TYPE 1) transition rules

A/AC regular AC-tree automaton
L(A/AC) AC-regular tree language



Transition move (in equational case)

o _>.A/5

o L(A/E)

move relation of equational tree automaton :

s —qe t If s=¢C[l] and t =¢ C|r]
for some [ —r in A and context C
E.g. Consider A with transition rules A and Fac={f}:

a—>qgq b—qg f(g1,92) — g3

then

f(b,a) —a/ac flg2,2) —aac Tle2,1) —a/ac a3

set of trees reachable by A/E to final state

E.Q.
f(b,a) accepted if g3 is final state

{ f(a,b) f(b,a) }  language accepted by A/AC



[Ohsaki CSL'01, Ohsaki & Takai RTA'02

Closure under Boolean operations Ohsaki & Seki & Takai RTA'03
Ohsaki & Talbot & Tison & Roos LPAR'05]
regular AC-regular AC-monotone
closed under U v v v
closed under N v v v
closed under ()° v v X
regular TA < regular AC-TA < monotone AC-TA
commutative CFG commutative CSG
regular A-regular A-monotone
closed under U v v v
closed under N v X v
closed under ()¢ v X v

regular TA <

CFG

regular A-TA <

monotone A-TA
CSG



Decidability results

regular AC-regular AC-monotone
v v ve
LE LIAJAC) 7 (LOGCFL) (NP-complete) (PSPACE-compl.)
L(A/AC) =2 7 v v v
L(A/AC) C L(B/AC) ? v v X
regular A-regular A-monotone
v v v
Le LIAIA) T (LOGCFL) (P-time) (PSPACE-compl.)
LIA/A) =2 7 v v X
L(A/A) C L(B/A) ? v X X

Note Universality problem for monotone AC-tree automata remains open

See http://www.lsv.ens-cachan.fr/rtaloop/problems/101.html




Proof idea of non-closedness under complement

Given a signature F = {f} U {a1,...,an}

P: conjunction of C arithmetic constraints over positive integers Ny :
C = zi=c (c : fixed natural number)
| Xy —|— Ly — Tk

| oz X ;=g
such that 4,7,k <n and k #*14,j
Lp: tree language over F whose Parikh’s image satisfies P, meaning that
for each t € Lp, #(t) = (||t|a,, ---, |t|a,) is @ solution of P
Suppose L. x Ti < ) is accepted by monotone AC-TA then
e Lp is accepted by monotone AC-TA

o Lp# @ iff I (x1,...,z,) in N? 1 P(x1,...,z,) = true

“Lp # @& 7" is decidable

but then it contradicts to the undecidability of Hilbert's 10th problem



Proof idea of non-closedness under complement

Given a signature F = {f} U {a1,...,a,}

P: conjunction of C arithmetic constraints over positive integers N;
C = z,=c (¢ : fixed natural number)
| it xp =g

| i X Tj = T
such that 4,5,k <n and k #1,j
Lp: tree language over F whose Parikh’s image satisfies P, meaning that

for each t € Lp, #(t) = (|t|a,, ---, |t]a,) is @ solution of P

Supposis accepted by monotone AC-TA then

e Lp is accepted by monotone AC-TA
o Lp£- o iff I (x1,...,xn) in N} o P(x1,...,z,) = true

“Lp %= @7 is decidable

but then it contradicts to the undecidability of Hilbert's 10th problem



Lemma 1

There exists A/AC over F = {f}uU{ai,...,an} with Fac = {f} such that
Parikh’s image of L(A/AC) satisfies z; x z; >z, (¢,j,k<nand k#1i,j)

Proof | Example of A/AC is found in our paper [Ohsaki et al. LPAR'0O5] O

Lemma 2

There exists B/AC that represents x; x z; > = (4,j,k<n and k#*14,5)

Proof | Example of B/AC over the same F is exhibited O

Suppose 3 C/AC over F that represents z; X x; < xy,

then 3 D/AC over F that represents z; X z; = xy (. |Lemma1ll)

It admits M determining, for arbitrary constraint P
- “yes" if P has a solution

- "'no” otherwise

Note | L£L(C/AC) is the complement of L(B/AC) (cf.|Lemma 2|)




Theorem 1

AC-monotone tree languages are not closed under complementation

Corollary 1

regular AC-TA < monotone AC-TA

Proof

e regular AC-TA < monotone AC-TA (by definition)

e the class of regular AC-TA is closed under Boolean operations

(another proof)
Suppose F = {f}uU{ai,...,an} with Fac={f}
then

L : AC-regular tree language iff Parikh's image #( L) : semilinear

Tree language representing z; X x; = x) is not AC-regular



Theorem 2

The inclusion problem for monotone AC-TA is undecidable

Proof

Suppose P = (p1=aq) A--- A (pp = q;) over {z1,...,z,}

Let
P = (p12q) A
Qi = (pr=2q) A
then

I(z1,...,zn) : P(x1,...

Lp LQz’ (1<i<k)

AN@iza) N NPk 2 )
- AN (i >aq) N A (pe 2 @)
,Tn) = true iff  J(x1,...,2n) : P>(21,...,2,) = true

N
/\ Qi(x1,...,T,) = false

1<i<k

iff Lp> g ULQZ-

1<i<k

AC-monotone (" |Lemmal| & |Lemma?2]|)




Theorem 3

The membership problem ¢t € L(A/AC) for monotone AC-TA is PSPACE-complete

Proof

e PSPACE : This problem is solvable with polynomially space-bounded TM

In fact, e.g. the question “t e L(A/AC) ?" is <P_reducible to
the membership problem t € L(B4/A) for monotone A-TA

Note 1 the membership problem for monotone A-TA is PSPACE-complete

Note 2 PSPACE is closed under <P

e PSPACE-hardness : Use QBF (quantified Boolean formula) problem

Note 3 To determine whether @& is valid is PSPACE-complete

d =z | P | PAP | Jx: D



Proof (cont'd)

Given QBF &
we can construct te and Ag/AC in linear time

such that

® isvalid iff te € L(Ae/AC)

(another proof suggested by LPAR'05 referee)

Use reachability problem for 1-conservative Petri nets :

e this problem is PSPACE-complete

e given Petri net N and the initial and final configurations m m/
they are linear-time reducible to t,, and An,,/AC such that

m —y m' iff ty, € L(ANw/AC)



Related work

Verma & Goubault-Larrecq [RTA'03]
Alternating two-way AC-tree automata

Seidl & Schwentick & Muscholl [PODS’'03]
Presburger tree automata

Lugiez [FOSSACS'03]
Multitree automata with counting and equality constraints

Comon-Lundh & Cortier [RTA'03]
Narrowing technique manipulating xor (A, C, U, X) theory

ACUX-tree languages are not closed under complementation [Verma LPAR'03]

Genet & Viet Triem Tong [LPAR'01]
Timbuk : tree automata library
AC-theory is handled by approximation



Roadmap on ACTAS project (2001—)

at University of Illinois at Urbana-Champaign
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A Library for Equational Tree Automata - Mozilla

Q © O & [7npimesscsuveasey s B

S OftWa re p ro d u CtS Ceta: A Library for Equational Tree Automata

Sunmary

Geta is @ Iibrary for reasaning ahaut free languages, specifically tree Iangusses definable by 2 regular tree autonaton over an eaustional theory containing cperators that
are associative and/or comnutative with identity symbols. Ceta is based on propositional tree autonata, and offers algorithns and datastructures for representing tree
autonata, conbining tree autonata using bonlean operations, and testing emtiness.

Ceta is being developed at the University of 111inois at Urbana-Chanpaign in the United States as part of a joint project with National Institute of Advanced Industria
Science and Technology in Japan. The primary software developer is Joe Hendnix with significant support fron Jose Meseguer of UILC and Hitoshi Dhseki of AIST.

The project is currently in active development, and a nusber of key planned features have not vet been implenented. An alpha version is now available which supports

conbining eouational tree autonata and testing emptiness of automaton that are associative and commutative, commutative, o free, which may have identities. lie do not yet
have any support for purely associative sysbols as the problen is undecidsble. lle also do not et support support rules with constraints, but that is planned for a future

E _I_ . release. Ceta is available under the GPL 1icense.
/M\. Download

The source code for Ceta Alpha 1 is now available as a gzipped tar file. Building Ceta recuires the followig be installed:

. . & C++ compiler (gcc 3.3 or later recommended)
ibrar or ua t iona ree u to ma t a oD P R et (e S T RS
o Doxvgen (version 1.4 or later recommended).

The following files are available for download:

Nane Format Date

l oe H en d rix ceta-alohal ar gz | Source geipped tar | 20

Due to the alpha nature of Ceta and the current world of C++ ABI compatibilities, we do not offer a precompiled version of Ceta at this tine,

12

Documentation

.
.
http ://texas.cs.uiuc.edu/ceta/ o iy G ey, e e € G ey o=

« View dopunentation online
Announcement Mailing list

In order to be informed of new releases, users are strongly encouraged to subscribe to the ceta-announce mailing list. This is an announce only list used to notify
subscribed sbout news related to Ceta’s development. The traffic will be at most a few messages per month. Subscribe or unsubscribe at the ceta-announce honepage.

Development

1 yau are interested in trasking the develapnent, using the latest saurce, the developuent version is available s a darcs repositary. Vau ean damnlaad 2 eapy of repositary
by ‘installing darcs, and then running the comand:

] A I A darcs get http://texas. cs.uiue. edu/csta/darcs/csta/
If you are interested in doing development on the library, please contact Joe Hendrix via email at jhendrix@uiuc.edu to discuss ideas for improving Ceta and how to add your

Hitoshi Ohsaki
To be announced at CETA homepage
http://staff.aist.go.jp/hitoshi.ohsaki/actas/




Part II : System verification and tree automata

4@‘,‘@@.‘)@{1\ o) <

- ACTAS
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40 LA=L04) ULle) BMELET, BHBTEET,
Intersection
FEEAL - SRAIY VA b v b VDD 4, 4 EHEIT, ThEOERE
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GComplement.
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Solving model checking problem in tree automata

Automated reasoning :
e Closure properties of Boolean operations

e decidable sub-classes

encoding

Problems in real-world m Heterogeneous data structures

Linear bounded automata

[afe]e]d]e] [<[v[z]

Semilinear sets

Petri nets




Reachability analysis based on rewriting and tree automata

revvritirlg steps

7 N\

N AN AN
7 7 7

set of initial states ] [ reachable state space ]

(system automaton)
model : term rewriting system -+ tree automaton
property : tree automaton

verification : Boolean operations & decision problems

— (verified property ) ]

(property automaton)



One step of the procedure

L(A;/AC) L(A;1/AC)

4L — R in R such that

*
Lo =% /ac 9
Ro 7L>T4i/AC 9

then

complete A;/AC so that

*
Ro =4 1/Ac 9



ACTAS : A tool for equational tree

automata computation

£ ACTAS Version 0.9.060227

- Platform OS.: ) |l |1 [ooce] [t [oon oo e e Trc]_| e [omceT o] [smmi e oot
OMemPership [¥ILog ‘scratch® | [
Linux o |[Cre—
) ) Intersection [ Epsilon-fi
Solaris Otmperen || Doe
. \ [~|| rewau |
Windows
\ ]| rotoa |
) \ — [~][ reioau |
- Software requirement: el .
J a Va Parameter1 d:‘ .
H (— 01 10 100 Inf.
ant (for rebuild)
H H 1 = -
libstdc++ (for CETA library) | o+ w  wmw
— o
| Run || Environme nt H Ahort ” Exit |
- Memory:
up to 2G byte (32 bit CPU) Mode Output Options

® Descendant ¥| Sequential
) Membership Log
) Emptiness

over 20G byte (64 bit CPU)

Algorithm Options
) Union [] Downsize

) Intersection
) Complement CETA

Version:

0.9.060227 [] Epsilon-free



Security flaw in a network protocol (1)

server

@D E(K(alice),r),alice,bob

@ E(K(bob),r)

alice > bob
K (alice) @ E(K(bob),r), E(r,m) K(bob)



Security flaw in a network protocol (2)

server

@D E(K(alice),r),alice,bob

@ E(K(bob),r)

alice > bob chris
K (alice) @ E(K(bob),r), E(r,m) K(bob) K (chris)



Security flaw in a network protocol (3)

_——— -
- -~

server
7 *

E(K(alice),r),alice, chris
@ E(K(alice),r),alice,bob

@ E(K(bob),r)
E(K(chris),r)

alice > bob chris
K (alice) @ E(K(bob),r), E(r,m) K(bob) K (chris)




Security flaw in a network protocol (4)

server

E(K(alice),r),alice, chris

@D E(K(alice),r),alice,bob

@ E(K(bob),r)

alice > bob

chri
K(alice) @ E(K(bob),r), E(r,m) K (bob)

AXxiom D( K(chris) , E(K(chris),r) — r
F(az, E(z,y)) — vy




Security flaw in a network protocol (5)

server

E(K(alice),r), alice, chris

@D E(K(alice),r),alice,bob

@ E(K(bob),r)
E(K(chris),r)

alice > bob chris
K (alice) @ E(K(bob), r K(bob) K (chris)
Axiom D( K(chris) . E(K(chris).r) — @
P?(:v, E(z,y)) — vy
D(r , E(r,m) ) —— m (secret message)




ACTAS specification (Lines 1—25)

21:
22:
23:
24 :
25:

O ~NO Ok WN -

: [Signature]

const: a,b,c,s
var: Xx,y,z

[R-rule: TRS]

Ds(x,Es(x,y)) ->y
L, Y, = > server

pl(pair(x,y)) -> x

p2(pair(x,y)) ->y

: # S1_s(pair(pair(x,y),z)) -> pair(y,Es(k(y),Ds(k(x),z)))

S1_s(pair(pair(a,b),z)) -> pair(b,Es(k(b),Ds(k(a),z)))
S1_s(pair(pair(a,c),z)) -> pair(c,Es(k(c),Ds(k(a),z)))

: # S2_x(y,z) -> pair(z,Es(nonce(x,y),m(x,y)))

S2_a(pair(b,z)) -> pair(z,Es(nonce(a,b),m(a,b)))

S1_s(x) -> x

—> y, E(K(y), D(K(z),2)))

S2_a(x) > x
, 2 —>| client(x)

[T-rule( p, p_client ): TA]

— > Z, E(r(wa )7m($7 ))

Es(p,p) -> p
Ds(p,p) > p
pl(p) > p

p2(p) > p



ACTAS specification (Lines 26— )

26:
27 :
28:
29:
30:
31:
32:
33:
34:
35:
36:
37:
38:
39:
40:

41

42:
43:
44
45:
46:
47 :
48:
49:
50:

pair(p,p) —> p
pair(p_client,p_client) -> p
g_a -> p_client
g_b -> p_client
g_c -> p_client

Si_s(p) > p
S2_a(p) > p

# C’s initial knowledge
k(q_c) > p

# initial messsage transfer:
# S1_s(pair(pair(a,b),Es(k(a),nonce(a,b)))) -> p

# --- subterm decomposition ---
S1_s(q_p_ab_Es_ka_nab) -> p
pair(q_p_ab,q_Es_ka_nab) -> g_p_ab_Es_ka_nab
pair(q_a,q_b) -> g_p_ab
Es(q_ka,q_nab) -> q_Es_ka_nab
k(g_a) -> gq_ka
nonce(qg_a,q_b) -> g_nab
a -> q._a
b -> q_b
c -> q_c

If chris knows =z and E(z,y), then
chris also knows y

If chris knows = and y, chris can
construct E(x,y) and D(z,y)

chris knows its own secret key
K(chris) and all principals names:
alice, bob, chris

chris knows message going through
the network (wiretapping)

chris decomposes sequences of
data (modification)

chris pretends to be other principals
(impersonation)




Descendant computation for reachability analysis

Loop number | #(T-rules) #(states) time (sec)

0 23 13 3
56 34 4
102 46 6
109 46 18
109 46 23

= W N -

% Log Frame o= e]|
Statu
Mode Descendant .
R-Module: TRS i
T-Module: Ta 7
Parameter 1.5 7
Parameter?: 100 o
Paramerer 3100 i
“Date
Start:  21:28:51 Zep 17 2004 i
Finish: 21:33:50 Sep 17 2004 g
L i
Mo T-Rule State Time | [
1 49 (26) 28 (18) 2(1) =11 [
2 73 (24) 37 (9) 19 (17) i
3 80 (7) 38 (1) 83 (64) .
4 82 (2) 38 (0) 163 (80) i
5 82 (0) 38 (0) 241 (78) - |
Graphs o
g T-Rule per Time o
— i
gal i
44
22 .
o 43 EE] 147 196 fsec) i
X[z45 ¥ [58 -
20 State per Time
307 i
20 G
10 i
o 43 EE] 147 196 {sec)
X [245 ¥ [40 :
tsec Time per Loop number
zaa
130
g5, i
1 G
o T H 2 s [H i
X5 ¥ [z60 i
[ b ne repaint
r i
: ;

Note 1. Vi: L(A;/AC) C L(A;+1/AC)

Note 2. Fi: L(A;/AC) = L(A;+1/AC)
= 3 i L(A;/AC) = L(Aj+1/AC) forall j =i
(= 3 i L(A/AC) = L(AL/AC))

Note 3. 3 m(a,b) € L(A;/AC)

= secret message m is retrieved by chris



Tool support for state space analysis

ACTAS logfile: protocol_example.html - Mozilla

Status N
Mode: Descendant

E-Module: E_crypt2

T-Module: A_initialz = |[—————— — — — - F—— Com putatIOI’] mOde
Parameterl: 4
Parameterz: 100
FParameter2: 100

Module names (i.e. selected R-rule and T-rule names)

J
Date \ .
Start: 08:5:06 Apr 27 2004 Parameters 1—3 (O <1< 100)
Finish: 08:54:38 Apr 27 2004
Log
No. | T-Rule [State | Ti. . .
NoiPRuleSae e | ] --- Execution time
[ Boctz) 167 32
2 411 [160) [12(9) Number of transition rules
B 4G [Te 2216
O 07 / Number of state symbols for each loop computation
Grap}:s T-Rule per Time
T o B Graphl: number of transition rules x time(sec)
24
12
0 = 10 15 20 25 30 (seq)
20 State per Time
s Graph2: number of state symbols x time(sec)
10
0 B 10 15 20 25 20 (seq)
tser) Time per Loap number
27 Graph3: time(sec) x loop number
1 T
g =
_'_'_2_,_,_,—4/
9] 1 2 3 4 5

(in HTML file format)




AC-axioms in encryption scheme

(1) r, K(a)or

Y

(2) K(b)or
alice < bob
(3) E(K(a)oK(b)or, m)

K@) r m K(b)

Y

K(a) K(b) : secret keys
r : random number
secret message

m
E . encryption function
O AC symbol (infix operator)

Claim: secret message m is not retrieved by wiretapping only

(Cf. “Easy Intruder Deductions” by Comon-Lundh & Treinen 2003)



AC-function symbols in ACTAS specification

O ~NO Ol WN -

: [Signature]

=

const: a,b,c,m,r
var: X,y

[R-rule: TRS2]
Ds(x,Es(x,y)) ->y

[T-rule( p ): TA2]
Ds(p,p) -> p
Es(p,p) > p
f(p,p) > p

f(q_ka,q_r) -> p
r -> q_r

r —> P

f(q_kb,q_r) > p
k(q_b) -> q_kb
b -> q_b

k(gq_a) -> gq_ka
a -> q._a
m -> q_m

e(q_f_kba_r,q_m) -> p
f(q_kab,q_r) -> gq_f_kba_r
f(q_kb,q_ka) -> q_k_ba

29: # C’s initial knowledge

30: a ->p
31; b ->p
32: ¢ ->p

33: k(gq_c) > p
34: c¢ -> g_c

Dolev-Yao's axioms + &
_ A\

-~

initial knowledge

N\

&

messages on
the network

secret data

base knowledge ] obtainable knowledge




Intruder deduction problem (general version)

Given two sets L, M (of messages) and equational rewrite system R/E:

Is the intersection of [_>3kz/5]<L) and M the empty or not?

Note 1. In the previous setting
L : initial knowledge + messages on the network
M . secret data

R/E: Dolev-Yao's axioms and AC({f})

Note 2. Tree languages recognized by AC-TA, called AC-recognizable tree languages

are closed under N and

AC-regular tree languages are also closed under N

Note 3. The emptiness problems for AC-TA and regular AC-TA are decidable



Non-left-linear case

VL —R in R such that L=C[z,x] e.9. D(z, E(x,y)) —y
Check L(A;/AC,q1) N L(A;/AC,q2) #

a1 q2
t t

e Using CETA library, the intersection-emptiness problem for regular AC-TA

Note

can be handled
e [ he intersection-emptiness for monotone AC-TA is decidable but

the known algorithm solving the problem is extremely expensive!

e In ACTAS, under- (over-)approximation algorithm is applied
when solving emptiness problems in AC-case



Research collaborators

Sophie Tison & Jean-Marc Talbot & Yves Roos
Université des Sciences et Technologies de Lille, France

— Invited positions, June 2002 &
June 2005

— Invitation (Talbot) to AIST, April 2006 (planned)

José Meseqguer & Joe Hendrix
University of Illinois at Urbana-Champaign, IL, USA
— Invited position, January — March 2004
— Invitation (Hendrix) to AIST, July — August 2005

Ralf Treinen
Ecole Normale Supérieure de Cachan, France
— Invited position, August — September 2004

— Invitation (Treinen) to AIST, December 2001 &
December 2004 &
mid-February — mid-March 2006



Tree automata techniques and applications

Rusinowitch et al.
INRIA — AVISPA project
http://www.avispa-project.org/

Hosoya & Vouillon & Pierce [ICFP'00]
Murata [PODS’'01]
Dal Zilio & Lugiez [RTA'03]

Types in XML , XML manipulation

Yagi & Takata & Seki [ATVA'05]
Querying in Database

Klarlund & Mgller & Schwartzbach
BRICS — MONA project
http://www.brics.dk/mona/

Ralf Treinen (LSV, ENS de Cachan)
PROUVE project
jointly with:
Loria Laboratoire Verimag
Cril Technology France Telecom
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